100 

RETRIEVE ACCESS DATA FROM A REPOSITORY FOR ENABLING AN 
AGENT TO GAIN MANAGEMENT ACCESS TO AT LEAST ONE 
MANAGEABLE ENTITY 



101 



TRANSMIT A DISCOVERY MESSAGE TO AN AGENT INCLUDING THE 

ACCESS DATA CORRESPONDING TO MANAGEABLE ENTITIES 
ACCESSIBLE BY THE AGENT ACCORDING TO A TYPE OF THE ENTITY 



t 

102 

RECEIVE, FROM THE AGENT, AN OBJECT LIST MESSAGE INDICATIVE 
OF MANAGEABLE ENTITIES MANAGEABLE BY THE AGENT BASED ON 
THE ACCESS DATA TRANSMITTED TO THE AGENT 



t 

103 

ASSIGN MANAGEMENT RESPONSIBILITY TO THE AGENT FOR AT LEAST 
ONE MANAGEABLE ENTITY OF THE MANAGEABLE ENTITIES INDICATED 
IN THE OBJECT LIST MESSAGE 



Fig. 2 
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Fig. 4 
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200 

REMOVE THE ACCESS DATA FROM ALTERNATE, 
DISTRIBUTED DATASTORES 



I 



201 

STORE AND CONSOLIDATE THE ACCESS DATA IN THE 
REPOSITORY, THE REPOSITORY BEING A SECURE 
REPOSITORY, AND THE ACCESS DATA OMITTED FROM A 
LOCAL DATASTORE CORRESPONDING TO THE AGENTS 



I 



202 

RECEIVE AN INITIALIZATION MESSAGE FROM AT LEAST ONE OF THE 
AGENTS, THE INITIALIZATION MESSAGE INDICATIVE OF THE 
READINESS OF THE AGENT AND A TYPE OF MANAGEABLE ENTITY 
WHICH THE AGENT IS OPERABLE TO MANAGE 



203 

QUERY A COMPONENT TABLE OF THE REPOSITORY TO DETERMINE 
CONFIGURED MANAGEABLE ENTITIES CORRESPONDING TO THE TYPE 
OF MANAGEABLE ENTITIES THE AGENT IS OPERABLE TO MANAGE 



204 

RETRIEVE FROM THE REPOSITORY BASED ON THE DETERMINED ACCESS 

DATA 



205 

FOR EACH OF THE CONFIGURED MANAGEABLE ENTITIES: 
INDEX, VIA THE TYPE OF MANAGEABLE ENTITY, INTO A 
MANAGEABLE ENTITY PARAMETER STORE 



206 

RETRIEVE THE ACCESS DATA CORRESPONDING 
TO THE TYPE OF MANAGEABLE ENTITY 



I 



207 

GENERATE THE DISCOVERY MESSAGE FROM 
THE RETRIEVED ACCESS DATA 



Fig. 6 
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208 

ACCESS DATA FURTHER COMPRISES ENUMERATION OF DISCOVERABLE 
PARAMETERS, INCLUDING CONTROL PARAMETERS AND THIRD PARTY 
SOFTWARE INSTALLATION PATHS 



209 

BUILD THE DISCOVERY MESSAGE BASED ON THE ACCESS DATA 



AND/OR 



210 

ACCESS DATA INCLUDES ACCESS CONTROL INFORMATION 
OPERABLE TO PERMIT ACCESS BASED ON THE INFORMATION IN 
THE ACCESS CONTROL INFORMATION 



AND/OR 



211 

ACCESS DATA INCLUDES LOCATION INFORMATION OPERABLE 
FOR LOCATING MANAGEABLE ENTITIES IN COMMUNICATION 
WITH THE AGENT, TO DETERMINE THE PRIMARY AGENT AND 
ENABLE THE AGENT FOR DISCOVERABLE ACCESS TO THE 
MANAGEABLE ENTITY 



1 

212 

OBFUSCATE THE ACCESS DATA IN THE DISCOVERY MESSAGE, THE 
OBFUSCATING OPERABLE TO DETER UNINTENDED DETERMINATION 

OF THE ACCESS DATA 



1 

213 

TRANSMIT DISCOVERY 
MESSAGE INCLUDING 
ACCESS DATA TO AGENTS 

7 

Fig. 7 



214 

RECEIVE AN OBJECT LIST MESSAGE FROM THE AGENT INDICATIVE OF 
MANAGEABLE ENTITIES MANAGEABLE BY THE AGENT BASED ON THE ACCESS 
DATA TRANSMITTED TO THE AGENT 



215 

FOR EACH OF THE CONFIGURED MANAGEABLE 
ENTITIES FOR WHICH ACCESS DATA WAS 

FOUND, RECEIVE AN INDICATOR OF EACH OF 
THE AGENTS OPERABLE TO MANAGE THE 
CONFIGURED MANAGEABLE ENTITY 



216 

RECEIVE NEXT 
OBJECT LIST 
MESSAGE 



I 

217 

IDENTIFY, FOR A PARTICULAR MANAGEABLE ENTITY, A SET OF AGENTS 

OPERABLE TO MANAGE THE MANAGEABLE ENTITY, AND 
DETERMINE, FROM THE IDENTIFIED SET OF AGENTS, A PRIMARY AGENT 
OPERABLE FOR MANAGING THE MANAGEABLE ENTITY 



218 

AGGREGATE INFORMATION FROM OBJECT LIST AND RETRIEVED 
ACCESS DATA TO GENERATE A MANAGEMENT CORRELATION 
INDICATIVE OF THE EACH OF THE AGENTS OPERABLE TO MANAGE 
EACH OF THE CONFIGURED MANAGED ENTITY, AND PROCESSING 
THE MANAGEMENT CORRELATION, ACCORDING TO AGENT 
ALLOCATION LOGIC, TO SELECT A PARTICULAR AGENT AS THE 
PRIMARY AGENT FOR EACH OF THE CONFIGURED MANAGEABLE 

ENTITIES 



219 



SELECTIVELY TRANSMIT, FROM THE SERVER, IN RESPONSE TO THE 
DETERMINING, A PRIMARY AGENT MESSAGE FROM THE SERVER TO 
THE AGENT, THE PRIMARY AGENT MESSAGE INDICATIVE OF 
RESPONSIBILITY FOR MANAGING THE MANAGEABLE ENTITY, AND 
FURTHER OPERABLE TO ENABLE THE AGENT TO DISCOVER 
STORAGE CHARACTERISTICS OF THE MANAGEABLE ENTITY 



Fig. 



300 

RECEIVE, FROM A USER, AN INDICATION OF AN A 
MODIFICATION OF AN ACCESS DATA PARAMETER FOR A 
MANAGED ENTITY OR AGENT 



301 

RECEIVE THE INDICATION OF THE ADDITIONAL/TERM I NATED MANAGED 

ENTITY/AGENT AND THE CORRESPONDING ACCESS DATA VIA A GUI 
SCREEN VIA A GUI APPLICATION OPERABLE TO MONITOR AND CONTROL 
THE ASSIGNMENT OF AN AGENT TO A MANAGEABLE ENTITY 




ADD THE RECEIVED ACCESS 
DATA TO THE REPOSITORY 



307 

SEND DISCOVERY MESSAGES 
CORRESPONDING TO THE ADDED ACCESS 
DATA TO EACH OF THE AGENTS OPERABLE 
TO MANAGE THE TYPE MANAGEABLE ENTITY 



308 

RECEIVE THE OBJECT LIST CORRESPONDING 
TO THE SENT DISCOVERY MESSAGE 



309 

ADD THE NEWLY ADDED MANAGEABLE ENTITY 
ACCESS DATA TO THE MANAGEMENT 
CORRELATION 



303 

RECEIVE AN INDICATION OF AN 

UNAVAILABLE AGENT AND 
REPROCESS THE MANAGEMENT 
CORRELATION TO IDENTIFY THE 
MANAGED ENTITIES MANAGED BY 
THE UNAVAILABLE AGENT 



304 

REAPPLY AGENT 
ALLOCATION LOGIC TO 
SELECT ANOTHER AGENT 
AS THE PRIMARY AGENT 
FOR THE IDENTIFIED 
MANAGED ENTITIES 



310 

REPROCESS MANAGEMENT CORRELATION, 
ACCORDING TO AGENT ALLOCATION LOGIC, 
TO SELECT, A PARTICULAR AGENT AS THE 
PRIMARY AGENT FOR THE NEWLY ADDED 
ACCESS DATA PARAMETERS 



Fig. 11 
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